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DISTRIBUTED CONTROL

PC-based direct control flattens
confrol hierarchy, opens
information flow

Personal computer (PC) technology, while already entrenched in office environments, is just beginning to
have an impact on industrial automation. For the most part, PCs are used in factories and plants to han-
dle the operator interface (Ol) function for programmable controllers (PLCs) or distributed control systems
(DCSs). In this capacity, their involvement is limited to indirect control or, at best, Supervisory control
functions (perhaps by detecting and organising alarms).

ut few expect this trend to continue. Most see

PCs getting heavily involved in discrete control

- that is, the gathering of real-world inputs and
use of control algorithms to provide control outputs
directly back to the machine or process. Implementing
direct control with open PC technology gets rid of an
intermediate level of proprietary hardware, thereby
reducing costs and eliminating a barrier to information
flow. In addition, it flattens the traditional automation
hierarchy that segments control functions into layers. In
this hierarchy the control layer typically includes a PLC
or other dedicated control hardware. The supervisory
control layer is responsible for collecting and translat-
ing the PLC data into a human readable form as well
as into information that can be shared with the rest of
the organisation.

In the direct control model built on open PC-based
technology, these functions are performed by software
modules that coexist on one or more industry standard
PCs. This eliminates the need for multiple real-time

databases containing process information.

Industry standard PC hardware technology can be
used to produce a wide range of open control plat-
forms, ranging from embedded controllers to control
room workstations. Open control greatly improves the
buyers price/performance ratio by enabling him or her
to use off-the-shelf components available from multiple
vendors. Several bus architectures can be used to
build open control systems - for example, PIC, PC104,
ISA (and passive backplane ISA), EISA, STD32 and
VME. Many different interfaces for I/O are available with
different capabilities, in addition to boards that connect
to all of the various device networks. (Fig 1) Open con-
trol products are also becoming available from PLC
vendors that use the proven PLC I/O architecture while
replacing proprietary controllers with PC-compatible
processors.

Open control implies that hardware can be selected
from different vendors to build industrial controls and
logically this should apply to software as well. However,
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Figure 1. Many different interfaces for I/O are available with different capabilities,
in addition to boards that connect to all of the various device networks.
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for reasons explained later in this article, compatibility
standards for industrial control software have been
slower to develop. Thus, software compatibility still is
limited.

The following examines a number of software issues
that must be addressed when applying PC based
direct control. It looks at the concept of control itself as
defined by S88 (an ANSI/ISA standard for batch con-
trol), discusses real-time system considerations, covers
real-time operating systems (OSs) and explains how
various reliability factors are affected by OS architec-
tures.

DIFFERENT KINDS OF CONTROL.:
$88 TERMINOLOGY

At the heart of many arguments about implementing
direct control via PC-based technology are misunder-
standings about the term control. Part one of this stan-
dard defines models and terminology for control that
include batch processing, but are also generally
applicable to continuous processes. The intent of this
standard is to provide a method of organising and stat-
ing control requirements. The primary philosophy
embodied in the S88 standard is that process objec-
tives are achieved by applying elements of procedural
control to elements of a hierarchy of equipment used
in manufacturing.

ISA’'s S88 defines three kinds of control: basic control,
procedural control and co-ordination control. A
description of each follows.
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Basic control comprises the control dedicated to
establishing and maintaining a specific state of equip-
ment and process. It includes feedback controls, inter-
locks and exception handling (alarms), as well as
repetitive discrete or sequential control.

Procedural control directs equipment-oriented actions
to take place in an ordered sequence to carry out a
process-oriented task. While procedural control is an
essential characteristic of batch control, it can also be
applied to start-up and shutdown tasks for any contin-
uous process. S88 defines four hierarchical levels of
procedural control: procedures, unit procedures, oper-
ations and phases.

The lowest of these, the phase level, is concerned with
enabling, disabling or altering basic control functions
of all kinds. Examples of activities carried out in a
phase might include changing regulatory control
modes, setpoints or outputs, changing controller con-
stants, clearing or setting alarms or changing alarm
[imits.

Co-ordination control directs, initiates and/or modifies
the execution of procedural control, but is not struc-
tured along a specific process-oriented task. Examples
of co-ordination control include supervising availability
or capacity of equipment, allocating equipment to
batches and scheduling procedural elements so that
production meets specific targets.1
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Figure 2. Basic control and some procedural controls traditionally have used dedicated electronics.
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DIFFERENT SOFTWARE FOR DIF-
FERENT KINDS OF CONTROL

Basic control and some procedural controls tradition-
ally have used dedicated electronics. Using the direct
control concept, all three different kinds of software in
either a single or network of open control systems (fig
2). However, the three kinds of control lead to very dif-
ferent kinds of software designs. Basic control func-
tions require repeated software functions that occur on
a regular time interval typically on the order of 1ms to
1s.

Software for procedural control must repetitively evalu-
ate certain process conditions to determine when a
new phase must begin, but the functions of imple-
menting a phase typically take place only at the begin-
ning of a new phase. Procedural control software may
be thought of as being driven by external events. Co-
ordination control software operates in response to
changing business or plant design conditions and will
typically be driven by interactions with the user, per-
haps in response to entering a new number in a
spreadsheet or creating a new database record.

Direct control is concerned with enabling basic control
functions to coexist with other types of control in open
control systems.

DIFFERENT PARADIGMS FOR CON-
TROL PROGRAMMING

Because we often mean different things when we talk
about control, there is a diversity of views about how
control programming should be performed and organ-
ised. Ladder logic was design to emulate relay circuits
commonly used to automate discrete manufacturing
applications. In ladder logic, lines represent logical
conditions, true and false corresponding to energised
and de-energised wires. In the process industries,
instrument diagrams display control functions as
blocks and use lines to represent the instrument sig-
nals carried between various kinds of control equip-
ment. Function blocks and ladder logic are still the pre-
dominant methods used to program DSCs and PLCs.

In the PC world, general purpose programming lan-
guages, particularly C and C++, dominate the scene.
Basic, flow sheets and database query languages
(especially SQL) are also commonly used PC-pro-
gramming tools. The high cost of learning a new lan-
guage and adapting it for use with controls has been
no barrier to the acceptance of PC-based control tech-
nology. This barrier has come down with the introduc-
tion of a rich variety of programming methods specifi-
cally designed to take advantage of direct control.

Two new control paradigms have been introduced
alongside of function block and ladder logic methods:
flowchart programming; using blocks to represent pro-
cedural phases in which basic control functions take
place, while lines represent logical flow of control from
one phase to another. This approach to programming
has a strong foothold in the discrete manufacturing
industries and seems well suited to implementing pro-
cedural control as outlined in S88.

There is one open standard for flowchart program-
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ming, referred to as SFC (sequential functional control)
in the IEC 1131-3 standard. The structure of the SFC
language neatly matches the definitions for procedur-
al controls in the S88 standard. There are also other
proprietary flowchart programming methods embod-
ied in specific software products. Flowchart program-
ming is easily and efficiently mapped to high level lan-
guages like C.

Virtual device programming creates control logic by
adding and configuring devices in a database. Each
database record corresponds to a virtual instrument
with predefined capabilites and a unique tag name.
Relationships between virtual devices are represented
by references to other tag names in the configuration
record. Virtual device programming doesn't feel like
programming at all, because it can be performed
incrementally and can deal with on-line changes.
Direct control enables the virtual device paradigm
because it makes it possible to interleave changes in
the control logic of a single virtual device in between
execution cycles. This style of control programming is
ideally suited for basic control functions that must not
be interrupted.

REAL-TIME SYSTEMS: WHAT ARE
THEY?

Real-time systems must meet deadlines. This is a pret-
ty good definition of what we mean by real-time.
Deterministic real-time systems always meet dead-
lines, whereas non-deterministic systems might meet
deadlines part of the time, depending on circum-
stances.

Deadlines are typically defined in terms of response to
a particular event within a certain length of time. Both
procedural and basic controls introduce deadlines.

The ability of a system to meet deadlines - reliably -
depends on: How fast the CPU and its interfaces are,
how many different events it must respond, to how the
software is devised and also the design of the OS. If
any one of these design aspects is inadequate, deter-
ministic real time performance is impossible.

Real-time OSs makes it possible to create real-time
control systems, but they can't guarantee that perfor-
mance will be acceptable. On the other hand, unless
an OS is designed properly, even modest real-time
performance may not be achievable.2

Real-time systems are sometimes further classified as
having hard or soft real-time requirements, The proper-
ties of a hard real-time system are: No lateness is
accepted under any circumstances, unless results
occur if late, catastrophic failure occurs if deadline is
infinitely high. A good example of a hard real-time sys-
tem is the fly-by-wire control system of an aircraft. A soft
real-time system is characterised by the rising cost for
lateness of results and acceptance of lower perfor-
mance for lateness.3

An OS must meet certain minimum criteria to be used
to build a hard real-time system. When these require-
ments are met, only then can we call it a real-time OS
(RTOS).



WHY A REAL-TIME OPERATING SYS-
TEM IS NEEDED.

Control systems must meet the needs of may potential
end users, including control engineers, process engi-
neers, operators and also the managers of business
processes. It is this last customer group that is likely to
demand compatibility with Microsoft® Windows NT™,
since NT is clearly poised to satisfy business process
computing needs. What could be simpler than to
adopt Windows NT as the control system platform as
well?

Of course, this simple evaluation ignores other issues
that are important to people closer to manufacturing.
The designs of computer systems for business
processes and those of control systems must meet
very different requirements. One way to appreciate just
how different is to look at how the business system
user and process control system resolve common
computer system design issues.

As you can see in the table on page XX, in many cases
management policies developed for business users
are clearly unacceptable for process control users.
With these highly divergent viewpoints about how to
address the most common computer issues, it is easy
to see why control system users need a system that is
design specifically for them, while simultaneously stay-
ing compatible with systems designed for business
users.

The capabilities of a real-time OS enable control appli-
cations to meet the deadlines common to basic and
procedural control functions. However, neither
Windows™ 95, Windows NT, nor UNIX are realtime
OSs. Either modifying a general-purpose OS, or choos-
ing a real-time OS for control with connectivity to gen-
eral-purpose systems may provide real-time capabili-
ties.

It is usually best to have control processing take prior-
ity over everything else, so the performance of the PC
is somewhat degraded when using the multitasking
open-control approach. The degree of performance
loss depends on how much control processing is
done and the overhead associated with real-time OS
functions. Context switch time - i.e, the time it takes an
OS to recognise an interrupt request and to act upon
it - is important.

HOW AN OS AFFECTS RELIABILITY

The reliability of a PC-based control system is mea-
sured in a way similar to that of any instrument - as
MTBF (mean time between failures). What is less obvi-
ous is that the most common mode of failure for a PC-
based system is not in any way related to the PC hard-
ware itself, but rather to the OS. Thus, the selection of
an appropriate OS can have a very large impact on the
perceived reliability.

A control system has failed any time it is not operating
as designed for PC-based systems, this happens every
time a reboot occurs. When a PC-based system
requires a reboot, it is not merely an inconvenience,
but also can cause the loss of control over a portion of
a manufacturing process. This will likely shut down the
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process - or worse. The time to restart the process is
often substantially longer than that required to restart
the computer and typically costs in wasted raw mate-
rials and ruined product How do re boots affect PCs
that are only used as Ol stations or for supervisory con-
trol? While a reboot may not quite be as critical in this
case, there are few processes that can be operated
safely for very long without a functional Ol.

The need for reliability goes beyond the requirement of
a real-time system. High priority, real-time tasks should
continue to operate even when non-real-time portions
of the system do not. For example, if a Windows NT
system provided with real-time extensions should
encounter a disk drive fault, Windows NT will fail. Even
if the real-time tasks are still functioning correctly, the
process control data will be inaccessible. Furthermore,
before the operator can restore his view of the process,
it will be necessary to reboot the computer, also halt-
ing the real-time tasks.

PCs have come a long way in the last 15 years, Some
of you will recall that most software for early Apple PCs
was designed so that you had to insert the program
disk and reboot the computer to load each program.
Contrast this with today’s multitasking environment, in
which many programs can run simultaneously. One of
the principal benefits of PC-based control is that the
computer can provide several functions simultaneous-
ly - for example data logging, trend display, an animat-
ed process view, various alarm handling services, all
while reserving a small portion of CPU time for direct
process control.

In multitasking process control applications, reliability
is enhanced by using an OS that allows various main-
tenance procedures to be performed without reboot-
ing. Consider the following common procedures that
may require a reboot to be performed and thus may be
considered to have caused downtime, depending on
the OS:

e |oading new software, including the OS

e Changing a network address or changing from one

file server to another

e Starting new network services
e Starting or changing I/O system drivers

e Hot-swapping a keyboard or mouse, particularly
with a different model

¢ Replacing the monitor, perhaps with one that
requires a different synch rate or supports a high
resolution

e Starting or stopping database services

e Stopping a runaway program

e Stopping a runaway program that monopolises all
console input devices (possible from another node
in the network, or a dumb terminal on some sys-
tems)

¢ Changing the system to redirect all file operations
(including OS files) away from a local (failed) disk
drive to a remote one

* Accessing OS functions, even after a complete disk
drive failure involving OS files

* Allowing full remote access to the system while key-
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board and monitor have failed, through either net-
work or serial port.

This list makes is easy to score an OS in terms of its
need to be rebooted under various conditions. Based
on our experience, systems designed using DOS or
Windows 95 score poorly and those designed using
Windows NT score only marginally better. Operating
systems specifically designed for real-time applica-
tions score well. For example, we've found that QNX
scores a perfect 12 on this checklist. As a result of the
ability to perform maintenance over a network con-
nection and the highly modular nature of the OS (and
thanks to an uninterruptible power supply) several
QNX-based process control systems at Olin have
been in Constant service for longer than two years
without a reboot.

RECOGNISING OPEN VS. PROPRI-
ETARY SOLUTIONS

We've seen the benefits of real-time systems, but today
the concept of openness is just as important in the
overall solution. The philosophy of open systems is
that by agreeing to comply with published standards,
vendors can produce interoperable products. These
products should be more attractive to customers
because they provide a wider range of choices, along

with capabilities that could not be achieved using any
one product alone.

Is a control system product that conforms to the pub-
lished specifications for Windows NT necessarily an
open control product? When this software claims to
perform direct control, the answer is usually no. As
already explained, all versions of Windows must be
modified to provide realtime functions. When these
modifications are themselves proprietary to the soft-
ware vendor, they create a barrier to compatibility with
software products from other vendors. Even when
these real-time modifications are made available to
other vendors most of these systems will not allow two
direct process control programs to run simultaneously.

Windows NT, itself, does not define a standard inter-
face between programs and real-time OS functions,
because these functions do not exist. However, there is
a subset of the POSIX standard (derived from UNIX
systems) for real-time OSs, which does define such a
standard interface. (Currently, Windows NT supports
POSIX at the core application programming interface
[API] for C language) Control software that uses the
POSIX standard is not necessarily open, because the
standard applies to source code only and does not
guarantee that the compiled binary programs you pur-
chase will be interoperable either. However, the real-
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Figure 3. The emerging OPC (OLE for Process Control) standard offers a different strategy
to create an environment for open control software based on Windows NT.
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time POSIX standard is at least a step in the
right direction.

The emerging OPC (OLE for Process Control)
standard offers a different strategy to create
an environment for open control software
based on Windows NT (fig 3). This is really a
misnomer since OPC really uses the COM
(Component Object Model) portion of the
OLE (Object Linking and Embedding) stan-
dard developed by Microsoft. But no matter
what you call it, OPC is just a way to allow
programs to communicate real-time informa-
tion, particularly process data, efficiently.

In the OPC paradigm, programs that generate
real-time information, such as direct control
programs, data acquisition programs or dri-
vers for any instrument with a PC interface, are
Servers. Programs that receive process data,
such as operator interfaces trending pack-
ages, data historians or any program that can
accept OLE objects, including spreadsheets,
databases, visual basic programs and even
word processing programs, are Clients. OPC
compliance does not guarantee that direct
control software from different vendors can
coexist, but it will help to ensure that the real-
time data it generates will be available to
other Windows programs.
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