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RTOS EVALUATIONS

Can Windows NT 4.0 be vused
as an RTOS ?

When Windows NT was originally designed it was not foreseen to be a real-time operating system. Yet
many people are keen to use it as such and some already do so. Why would they want to do this and
what are the advantages of Windows NT? This paper looks into those questions and explains the gen-
eral architecture of the operating system. It also gives some results of performance tests that are useful
for anyone who'’s interested in using Windows NT in real-time systems.

REAL-TIME

his investigation is into the real-time characteris-
Ttics of operating systems. For an operating sys-

tem to be classified as a good real-time system
the following elements are required:

- The operating system needs to be multithreaded
and pre-emptible;
- The notion of thread priority has to exist;

- The operating system has to support predictable
thread synchronization mechanisms;

- A mechanism for avoiding priority inversion must be
available.

- The OS behavior should be known and predictable
(interrupt latencies, task switch latencies, driver
latencies, etc). This means that there should be a
maximum response time under all load circum-
stances.

It is important to note that these requirements are nec-
essary but not sufficient.

ARCHITECTURE

Windows NT is a relatively new operating system. It
was designed in 1989 from the start as being a mod-
ern operating system for the nineties and beyond. The
basic idea rested on object-oriented programming,
allowing the operating system to be built in modules.
This idea of abstraction was also extended to the ker-
nel so that the operating system would function inde-
pendently of the underlying hardware. This was
achieved using a Hardware Abstraction Layer, the HAL

HAL

Following the object-oriented model all components of
the operating system communicate by sending mes-
sages to each other. Calls to system services are
realised by a message being sent from the user mode
process to the kermel mode service. This allows each
part of the operating system to be developed inde-
pendently and increases the overall reliability of the
design. Applications do not have direct access to the
hardware as this is managed by services running at

kermel level. This allows NT to be easily ported to dif-
ferent platforms. Regardless of the platform the struc-
ture discussed here remains the same.

Task Management

Processes in Windows NT belong to two different pri-
ority classes: dynamic or realtime. Most processes
belong to the dynamic class, which allows the operat-
ing system to change their priority depending upon
factors such as whether they are a foreground task or
they have been idle recently. This is good for a GPOS
as it gives all threads a chance to run and gives the
user quicker reactions from the active application.
However, the rules determining these priority changes
are not suitable for an RTOS so Microsoft included a
range of priorities above the dynamic class called the
Real-Time Class (Figure 1).
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Figure 1 Windows NT priority spectrum (from [1])

Threads running at these priorities always execute
before those in the dynamic class. The operating sys-
tem does not change their priorities either, thus leaving
more control to the developer. Microsoft does not rec-
ommend that threads spend a long time in this class
as they have priority over some system administration
tasks such as disk cache flushing and input control.

One might have thought that this would be enough to

Copyright 1998 by Real-Time Magazine 98-4 (hitp://www.realtime-info.be)




RTOS EVALUATIONS

make Windows NT an RTOS. Unfortunately, there are
some problems with their solution. There are only 7 pri-
ority levels that can be used within this class, which are
not enough to make a serious real-time application.

A deadlock of priority inversion can occur on threads
waiting on a mutex. Most RTOSs solve this problem
with a form of priority inheritance but Windows NT uses
a scheme where threads that have not run for some
time receive a random priority boost enabling them to
run. This is not predictable and so is unacceptable for
a real-time system but it is usable in a general-purpose
operating system. Further details can be found in [3].

Memory

Virtual memory management was included from the
start and each application process runs in its own
memory space. This increases reliability by preventing
processes from corrupting others. But as it isolates
tasks from the hardware it is much more difficult to
access it directly. Just reading from PCl memory for
example requires a device driver to be written to map
the desired PClI memory space into the application’s
address space.

The virtual memory management includes a swapping
mechanism. For business applications, this is great,
but for a real-time system that has to respond to exter-
nal events in a predefined time limit, this generates
unpredictability when the system has to get a memo-
ry page from disk. Therefore, Windows NT allows you
to lock pages into memory through the call to the
VirtualLock function. In his book, Jeffrey Richter says
that Windows NT can still unlock the pages and swap
them out to the disk if the whole process is inactive [6].
However, we have not managed to demonstrate this.
The only thing we manage to find that the memory
allocated for the window can still be swapped out
when you iconise them. So normally for real-time appli-
cations, this will not be a problem. Is the previous point
still a problem? It is not, if the application and other
third party applications are well designed and do not
take more memory than physically available.

At the device driver level, however, swapping can be
avoided.

Interrupt Handling Method

A real-time system interacts with the external world via
the computer hardware. External events are converted
into interrupts and handled by a device driver. The
device driver is responsible for handling the interrupt
generated by the hardware it controls. To do this, an
original mechanism has been chosen in order to
increase the responsiveness of the OS. The interrupts
are handled in two stages. First, the interrupt is handled
by a very short Interrupt Service Routine (ISR). This will
do the minimum to store the contents of hardware reg-
isters and acknowledge the interrupt It then asks for
the rest of the work to be done by a DPC (Deferred
Procedure Call) which will be executed afterwards [5].
The DPC is placed in a FIFO queue and is then run
once the other DPCs before it have finished. There is
no notion of priority in the DPC queue so DPCs from
lower priority interrupts will be handled before DPCs
from higher (but later) priority interrupts. There is no way

of knowing how many DPCs may be queued before
and, as they are supplied from third parties, no indica-
tion of the time they will take to execute.

Separating the DPC from the ISR reduces the amount
of time that interrupts are masked. It allows quick
response to hardware for the urgent things such as
register reading. But as the DPCs are queued in FIFO
order there is no guarantee on the time that itd take
before the DPC is run. This reduces the predictability of
the system and hence makes it unsuitable as an
RTOS. However the rapid response outweighs the lack
of predictability for a GPOS and the test results show
that on average the interrupt latency is very fast.

The Win32 API

All these points seem rather negative for those who are
looking for a serious reliable RTOS. But Windows NT
does have its advantages and the main one is the
Win32 APl This application-programming interface
must be the most used one in the world so there are
many developers who know and understand it well. It
is also very rich with many synchronisation objects.
The development tools and integrated development
environments are very advanced and easy to use. This
simplifies the developers job greatly and opens the
real-time market to new developers and vendors.

PERFORMANCE

After the technical approach in the first section, this
part concentrates on some time measurements. The
measurements have been carried out with an Intel
Pentium 200Mhz MMX processor on a classical PCI
ATX motherboard, with the cache enabled. The hard-
ware specification should be taken into account when
reading the results. The x86 platform has been chosen
to provide a standard platform for all our evaluations.
The figures published here could be compared to
other evaluations but here we will consider the differ-
ences with QNX Neutrino. Comparisons with Windows
CE have also been included although CE is not yet
classified as a good real-time operating system.

Measurements were taken with an external hardware
timer. Software timers often do not have enough preci-
sion and are synchronous with the system clock.
During the execution of a test tracing data was written
to a valid PCl bus address before and after the event
to be measured. Writing a trace takes about 180ns to
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Figure 2 Windows NT 4.0 Workstation - Thread Switch
Latency for 10 Threads
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210ns on the 33MHz bus in the test machine. A PCI
analyser was used to store the data written on the PCI
bus into local memory and add a timestamp to it. After
a test was completed the data was downloaded to a
PC for further processing.

Threads

The first test measures the thread switch latency, ie.
the time to switch from task to task. A different number
of tasks were used for this test, from 2 tasks to 128. All
the tasks run at the same priority level in the real-time
class and voluntarily relinquish the CPU using a sys-
tem call that puts a task at the end of the priority
queue. The function that voluntarily releases the
processor is the Sleep(0) command. All the threads
belong to the

same process.

The detailed
information
about task
switch laten-
cies for 10
tasks are
shown in
Figure 2. The
average value
is 5487us
while the
maximum  is
12.720us.
These values
are quite long
when com-
pared to QNX
Neutrino  as
can be seen in
Figure 3.

Further results
(Figure 4) show
that the aver-
age thread
switch latency
as well as the
maximum rises
with the num-
ber of threads
in the process.
The quite ex-
ceptional max-
imum of 1.2ms
was measured
in other tests
showing that it
doesn't just oc-
cur when there
are 128 threads
in the system.
This graceful
degradation is
fine in a GPOS,
as the system
should contin-
ue to run (al-
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Figure 4 Average and Maximum Task Switch Latencies in
Relation to the Number of Threads for Window NT

beit slowly) under increa-sed load. However, in an
RTOS, the maximum should not increase with the load
and certainly shouldn't be so large compared to the
average value. A task switch latency in the order of mil-
liseconds is too slow for most real-time applications.

Interrupts

The first metric measured by the tests are latencies for
interrupt handling. In our test, we implemented a typi-
cal RTOS interrupt model: the quick handling of the
interrupt is done in an interrupt service routine (ISR).
The interrupts are generated by an external device
every 50us (+/- 5us) on the PCI bus. As this device has
an onboard clock, the interrupts are generated asyn-
chronously to the motherboard clock. There are two
metrics measured by this test: the ISR latency and the
ISR dispatch latency.

The ISR latency is the time interval from the last line
executed in the interrupted thread to the first line exe-
cuted in the ISR handling the current interrupt. These
values only indicate the time it takes to start handling
an interrupt. According to Microsoft the minimum
amount of work possible should be done in this ISR,
the real handling should be performed in a DPC that
would run afterwards. This DPC would be delayed by
random amounts of time depending on the other
device drivers installed on the machine. As different
configurations would have different device drivers our
tests do not use a DPC.

The ISR dispatch latency is the time it takes to go back
to a task upon leaving an ISR. It is the time between
the last line of the ISR to the first line executed in the
first task that runs. DPCs have a higher priority than
tasks (even tasks in the real-time class) so they would
be executed before returmning to the task that was inter-
rupted. Again, as these DPCs introduce variable delays,
a DPC was not attached to our ISR.

ISR Latency

The results for ISR latency are shown in Figure 5. The
average value is 3948us and the maximum peek is
22.830us. The peak could be caused by another high-
er-priority interrupt such as the clock delaying ours.
The average value is quite fast especially when com-
pared to realtime extensions but in an RTOS it is the
maximum value that is important, not so much the
average. The maximum value is very high when com-
pared to the average, which would give a large stan-
dard deviation. A large standard deviation means that
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Figure 5 Windows NT 4.0 Workstation - ISR Latency

there are too many values far from the average making
the system less predictable. When these results are
compared with QNX Neutrino (Figure 6) it can be seen
that Windows NT has a long ISR latency and that its
maximum is indeed rather too high. This makes NT
unsuitable for use as an RTOS but as a GPOS has less
need to service interrupts this is less of an issue.
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Figure 6 ISR Latency for Windows NT, Windows CE and
QNX Neutrino

The results for Windows CE seem rather long but that
is because of the way it handled the interrupt. It was
not possible to create an ISR with our tracing functions
that access mapped memory. The only thing that
could be done was to run an Interrupt Service Thread
(IST) afterwards that runs in a similar fashion to a DPC.
An IST is a task with a very high priority and is not
placed in a FIFO queue like a DPC. It will therefore not
be delayed by low priority interrupts. Hence the values
for Windows CE are the time from the last line of the
interrupted task to the first line of IST including the time
spent in the ISR that calls the IST. This is the time it
takes before the hardware can be handled and so the
results can be compared across the different operating
systems.

ISR Dispatch Latency

Figure 7 shows the results for ISR dispatch latency. The
average value is 10.753us and the maximum is
29.010us. This is the time it takes to get from the ISR
back to the interrupted task. If a DPC were used (as
should be according to Microsoft guidelines) then this
time would be lengthened by the time spent in the
DPC and context switches. However we have kept
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Figure 7 Windows NT 4.0 Workstation - Interrupt
Dispatch Latency

these values so that they can be compared with those
for QNX Neutrino (and other evaluations). The ISR dis-
patch latencies for NT are very long when seen in the
context of what QNX achieves and may be too long for
most real-time applications. But, again, as GPOSs have
less need to handle interrupts quickly these values are
acceptable for using Windows NT as a GPOS.

CONCLUSION

Windows NT has fast average ISR latencies and
thread switching latencies. This is an important metric
for general-purpose operating systems. The stability
and reliability of the architecture as well as the
immense richness of not only the API but also the
range of programs available makes Windows NT a
very good choice as a GPOS. However, the exception-
ally high maximum values are likely to cause problems
for all but the least demanding real-time applications.
It is to avoid these high values that a whole market has
emerged to develop and sell realtime extensions to
NT to improve the predictability of the operating sys-
tem. These vendors obviously believe that NT alone is
not enough for real-time systems. People may contin-
ue to use Windows NT for their real-time solutions; one
can only hope that they have taken into account the
millisecond delays.

The complete RTOS Evaluation Report of Windows NT
is available from of November 12 1998 at
http://www.realtime-info.be.
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