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RTOS

By Bill McCombie,
Manager of Third-Party Relationships,
Enea OSE Systems

Message Passing.
Speed, Strength and Simplicity
for Embedded Systems
in Communications Applications

This article discusses the differences between message passing and mailboxes as used in inter-
process communication in a real-time operating system. The advantages of message passing as a
modular, easily handled, debugged and distributed system are highlighted.

any of the real-time operating systems
M (RTOSs) that claim to be well-suited to com-

munications applications are based on the
"mailbox” model of interprocess communication (PC).
However, for the multi-tasking, fault-tolerant and high-
availability distributed systems of today's communica-
tions applications, a message-passing RTOS provides
a simple and powerful alternative solution to problems
that used to require complex solutions or expensive
custom-built proprietary technology.

Message passing, specifically "direct message pass-
ing” is a style of IPC in which processes containing
data or simply an identification tag send discrete mes-
sages directly to one another. Message passing devel-
oped in response to specific problems and considera-
tions in distributed and parallel processing systems.
However, because the commercial message-passing
RTOSs of today provide high performance and can be
easily debugged, programmed and maintained, they
are equally valuable for both single CPU systems and
distributed systems. Often systems grow from a single
CPU design to systems which require multiple CPUs
or subsystems. A message-passing RTOS allows such
systems to be expanded and distributed to achieve
optimal performance and functionality.

RTOSs simplify and clarify the construction of real-time
systems by allowing the system to be divided into
stand alone programs called processes, and permit-
ting those processes to communicate with each other
(enabling top-down designs). A part of the RTOS,
called the scheduler, enables the execution of the
most important process at a given instant in time. The
RTOS defines the criteria that establishes which
process is ‘'most important” These criteria can be sim-
ple or extremely complex. In general, processes exe-
cute in response to interrupts, the passage of time, or
interprocess communication.

INTERPROCESS COMMUNICATION

Interprocess communication occurs whenever one
process influences another. The most typical applica-
tions of IPC are passing data, mutual exclusion, syn-
chronization and sharing of resources.

The methods of IPC available to the application pro-

grammer vary from RTOS to RTOS. Conventional
RTOSs provide the traditional methods of IPC, such as
mail boxes, semaphores, event flags, pipes, etc. These
methods of IPC can lead to complex systems that are
difficult to program, debug and maintain. Message-
passing RTOSs allow messages to be sent directly
from one process to another. This type of RTOS is
more simple to use, offers high performance and
works within a clear design that can be easily
debugged.

Message Passing
(process-to-process)

OSE is a good example of a general purpose, com-
mercial RTOS based on message passing. In this
model, a process allocates messages from the RTOS
dynamic memory manager, with a message’s size lim-
ited only by the physical memory available in the sys-
tem.

Figure 1. Direct message passing
results in a clear design.

The allocated message is owned by the allocating
process which uses memory as needed.

When the process is ready to send the message, it
calls the RTOS, submits the message address and
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specifies the destination process. The address of the
message-not the data contained in the message-is
placed in the queue of the destination process. The
ownership of the message is given to the destination
process when it receives the message.

When a process is ready to receive a message, it calls
the RTOS and specifies which message or set of mes-
sages to receive. It also indicates how long it will wait
for the message, be it a specified amount of time or a
simple poll to the queue and return. When a message
is available, the address of the message is returned
and the ownership of the message is transferred to the
receiving process, which can use or modify the mes-
sage contents as desired. The message can then be
sent to yet another process or returned to the dynam-
ic memory manager.

Mailboxes
(process-to-mailbox-to-process)

In a conventional RTOS, processes send messages to
a mailbox where another process can retrieve the
messages. The receiving process has no choice as to
which message to receive from the mailbox, but rather
receives the first message available in the queue. If a
process does not want to receive all of its messages
in the sequence in which they were sent from the
same mailbox, another mailbox must be created
where certain messages should be sent and received
separately. For example, if a process wants to receive
50 different messages at different times in its process-
ing, 50 mailboxes must be administered.

This method of IPC, while common, does not compare
favorably to direct message passing. The most signifi-
cant failure of mailboxes is that the communicating
processes must define their own rules and methods of
communication. This spreads the coordination, which
must be handled by the application, over multiple
processes. The process which creates the mailbox
determines the name, size and attributes of the mail-
box: how receiving tasks wait, whether the mailbox is
local or global, and if it should handle fixed or variable
length messages. The sending processes must deter-
mine the correct mailbox, whether the message
should be put at the beginning or end of a queue, and
whether the mailbox handles fixed or variable length
messages. The receiving processes must wait at the
correct mailbox and know if the mailbox has fixed or
variable length messages. The processes also must
know the format of the messages they receive and
handle errors if the mailboxes are full, do not exist or
have been deleted.

A process that requires a prompt response from anoth-
er process must either know at which mailbox to wait
or it must send messages to all possible mailboxes. In
the latter case, the unused messages must be
removed once the process has received one copy of
the message. This adds overhead to the transfer.

In the mailbox model, a minimum of three processes,
and most likely many more, must coordinate actions.
Such a model is inconsistent with modular, process-
oriented programming, which should be the designer’s
primary concem and the reason for using an RTOS.

RTOS

Message passing avoids the encumbrances associat-
ed with mailboxes. The receiving process, the one
which is actually implementing the algorithm, decides
what is important according to its own requirements.
This is consistent with top-down methodologies and
critical when dividing up an application between mul-
tiple developers.
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Figure 2. Mailbox communication is more
complex than direct message passing.

Semaphores

Some RTOSs provide semaphores, which are often
used to synchronize processes for a predetermined
purpose. In a system where processes share a global
memory area (shared memory), semaphores can be
used to block one process from reading a memory
area until another process has stored data in that area.
This 'shared memory’ method of IPC has been used
extensively and continues to cause the same prob-
lems today as it did when it was first implemented:

- The semaphore must be created.

- The processes concemed must use the same
semaphore.

- The designer must determine what happens if a
semaphore is deleted or a process owning the
semaphore is killed.

- Communicating processes must somehow agree
on the structure of the data, data types and array
sizes.

Finally, semaphores provide no queuing mechanism,
which means that queuing must be handled by the
application, adding code and overhead to the system,
as well as time to market. Other synchronization meth-
ods, such as disabling interrupts or preemption, are
similar to semaphores, but incompatible with each
other.

In a large application, it can become very difficult to
keep track of the different semaphores, data structures
and processes involved in the system. When such an
application grows into a fully distributed system, the
semaphore technique is simply not feasible.
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SIMPLIFIED PROGRAMMING

Today's real-time embedded communications sys-
tems are typically large and complex, employing thou-
sands of different types and structures of data, and
hundreds of processes. The RTOS should relieve the
application of the responsibility for administering
process-to-process transmission, allowing the applica-
tion to concentrate on its primary functions. Not only
should the RTOS provide IPC senices, it also should
integrate them into a single, easy-to-use method.

Figure 3. The message data is located in the memory
pool. When sending a message to a process in the same
address space, only the pointer to the buffer is moved to

achieve high performance.

Because message-passing RTOSs work in this man-

ner, they create a more effective programming platform

for embedded communications applications: mes-

sage-passing RTOSs

- Simplify programming by requiring only a few oper-
ating system calls

- Integrate IPC with memory allocation and usage

- Limit bug sources and integrate IPC with debug
tools

- Address problems that are unique to distributed
systems.

In a message-passing RTOS, the application is divid-
ed into logical blocks using processes. Each process
receives input messages, performs algorithms on the
messages and produces output messages. Data is
passed directly from one process to another in the sys-
tem. A process simply receives the messages it wants,
processes them and sends the results onward as new
messages. The input data needed by a process is
always in the same place and can be received at any
time. Results are sent directly to other processes, even
if they are interrupt processes.

As only one optimized method of IPC is used, code
becomes much more readable and maintainable.
Fewer bugs are introduced because a few familiar sys-
tem calls are repeatedly used. Maintenance is facilitat-
ed, as processes and code segments are much more
likely to be reused in other projects because of the
well-defined interfaces message passing provides.

Blocks-groups of processes that perform a specific
function-provide an interfface mechanism that allows
changing the inteal implementation of the block
without affecting the interfaces to the rest of the system.
This model allows parts of an application to be
removed and replaced easily, adding flexibility, time-
savings and cost-effectiveness in  communications
applications that require frequent maintenance.

There is no size limitation to queues and no limit to the
number of queued messages. The only restriction is
the amount of RAM available. In a multi-CPU applica-
tion, messages are still sent directly from one process
to another, and the RTOS handles the transfers, reliev-
ing the application of this task.

Memory Handling

When examining the transmission of data, it is imper-
ative to consider how memory is handled. Dynamic
memory (run-time) allocation is necessary, so that a
memory area which is not being used by one process
can be available to another. A system using static
memory allocation requires significantly more memory
than the same system using dynamic memory alloca-
tion, in which only the memory actively being used at
a given point in time is needed with dynamic memory
allocation.

In the OSE message-passing RTOS, the operating sys-
tem relieves the application of memory management.
Messages are allocated only when they are needed
and freed when they are not, in contrast to the sema-
phore, which requires the two processes to agree on a
memory area and how it should be used. OSE allows
a process to use many different messages and send
them to any other process, making for simpler code
readability, maintenance and reuse.

Message passing is performed by reference, with only
the address of the message passed, not the data itself.
When data is stored in a message, it is never copied
unless, as described in Figure 3, the destination
process memoty is located in another address space.
Ownership of a message is gained by allocating a
message, and ownership is transferred by sending the
message to another process. Only the owner is
allowed to read or write a message, send a message
or free a message. This is the protection mechanism
which all IPC methods must ensure in multitasking
systems. Message passing relieves the application
from the responsibility of ensuring that data is not
changed by one process while being read by another.

in the same address space only the pointer to the
buffer is moved to achieve high performance.

If the destination process is located in another address
space, OSE transparently transfers the message to the
other address space as a new message (another
address from another memory pool). After transfer, the
original message is freed back to its memory pool and
the destination process receives the new message.
The application is not responsible for data transfer or
memory handling. It only needs to specify a message
buffer and a destination process. In such a system,
incorporating a memory management unit (MMU) pro-
tects against memory corruption.
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An effective RTOS should provide transfer by reference
and should copy messages only when processes do
not share or have access to the same address space.
Most importantly, the RTOS should do this without
requiring any participation from the application, which
should send and receive messages in EXACTLY the
same manner, regardless of the destination. This
model allows processes to be moved freely from one
CPU to another without change, which is critical for an
effective fault-tolerant distributed system.
Debugging

In a message-passing RTOS, the passing of mes-
sages and scheduling of processes may require
debugging. In following with the top-down design of a
system, debugging needs to be easily performed on
the interfaces of the logical blocks. An RTOS vendor
should offer specialized debugging tools which focus
only on these system events. These tools allow moni-
toring, tracing and stopping of the system based on
the movement of messages and process scheduling.
Additional tools will provide memory, CPU usage infor-
mation and even enable system-level traces that time-
tag system-level events.

In traditional RTOSs, system-level events may include
mailboxes, semaphores, event flags, rendezvous and
more. It is difficult to create effective RTOS-level debug-
ging tools in these environments because each appli-
cation, and even each developer, has a different mode
of implementation. How can a semaphore-protected,
shared memory area be traced by a debugger, when
every developer handles the semaphores, addresses
and memory areas differently? Most traditional RTOSs
rely heavily on the use of source code debuggers
which are not designed to debug multitasking appli-
cations and have no knowledge of RTOS-level events.

Distributed systems

Message-based RTOSs were developed for distributed
systems and are ideally suited for communications
systems. A communications application based on a
distributed system should not know about or adminis-
ter system distribution. Messages should still be
passed directly from process-to-process. The commu-
nication links between the nodes of the system should
be implemented on the RTOS level, independent of
the application. In the OSE RTOS, this is accomplished
with the concept of Link Handlers (LH), which provide
logical channels to processes located in remote sys-
tems. An LH receives messages destined for remote
processes, and the contents of the messages are
transferred across the link to another LH, which for-
wards the message to the destination processes.

CONCLUSION

The direct message-passing RTOS simplifies IPC
while enhancing functionality and performance, allow-
ing applications to be generated faster and with fewer
bugs. With message passing’s simple structure, appli-
cations are inexpensive to maintain and larger portions
can be reused in new projects. In addition, an applica-
tion can grow to be distributed without requiring code
changes, which is particularly important in the
telecommunications industry where hardware lifecy-

RTOS

cles can exceed 25 years.

Traditional IPC methods like mailboxes can be com-
pared to the command-line interface, which was use-
ful in the past because it was all that existed. Today, it
exists solely because of its ties with history and old
software that is still used. However, few people would
choose to purchase a system with a command-line
interface, with the current availability of the graphical
user interface (GUI).

Traditional IPC methods are the command-line inter-
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Figure 4. An OSE message may be sent
transparently to a remote process.

faces of the RTOS industry. While they are familiar and
comfortable to many designers, they are no longer
able to handle the size and complexity of emerging
applications. The direct message-passing RTOS will
take realtime applications to the next level just as the
GUI has for the user interface ™

Bill McCombie graduated from San Diego State
University with a BS.E.E in 1984. He has worked
with real-time, primarily embedded, systems for 16
years. In the last 12 years, Bill has worked with
RTOSs, the latest of which represents the state of
the art in distributed and fault-tolerant systems. Bill
is currently Technical Marketing Manager at Enea
OSE Systems.

In the following examples, code was written for
OSE and for pSOS for benchmarking purposes.
Two tasks are created by a shell task, and then
the shell task sends a message to start the
application via task A. In a loop, A sends a
message to B and then waits for a response.
When task B gets this message from A, it
sends a response back to A. When the loop is
complete, the shell task deletes both A and B.
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Example of code written for pSOS, using the conventional IPC method:

Definitions are excluded. Code won’t compile!

Upon reaching any error condition, the intent here is to solely report it and not to recover, as this code
was written for benchmarking purposes

void
cmd_ipcperflint arge, char *argvll, char *env()
{
t_create(IPCA", 210, 4096, 512, 0, &tid_a); /* create tasks A & B */
t_create(IPCB’, 210, 4096, 512, 0, &tid_b); /* next create queues */
rc = g_vcreate (A_Q’, Q_GLOBAL | Q_FIFO, 10, MAX_MSG_LENGTH, &qid_a);
if (rc 1= NOERR) k_fatal (0, O);
rc = g_vereate (B_Q", Q_GLOBAL | Q_FIFO, 10, MAX_MSG_LENGTH, &gid_b);
if (rc I= NOERR) k_fatal (0, O);
rc = g_vecreate (SH_Q’, Q_GLOBAL | Q_FIFO, 10, MAX_MSG_LENGTH, &ajid_sh);
if (rc = NOERR) k_fatal (0, 0);
rc = pt_create(PTNM", /* create memory partition */
(void *) ((unsigned long) pbufm + 4) & OxFFFFFFFC),
(void *) 0, 2048, 64, PT_NODEL, &ptid_msg, &nbuf_m);
if (rc 1= NOERR) k_fatal (0, 0); /* next we start tasks A & B */
t_start(tid_a, T_USER | T_PREEMPT | T_NOTSLICE, ipc_a, 0);
t_start(tid_b, T_USER | T_PREEMPT | T_NOTSLICE, ipc_b, 0);
ipc_init_amsg_type = IPC_INIT_MT; /* build up start up message */
ipc_init_anum_msgs = atoi(argv(1l);
ipc_init_asize_msg = atoi(argvl2]); /* next we send start up message */
rc = g_vsend(qid_a, (unsigned long *) &ipc_init_a, sizeof(ipc_init_a));
if (rc 1= NOERR) printf’Error sending init msg: 0x%x\n”, rc);
rc = g_vreceive(qid_sh, Q_WAIT, 0, (unsigned long *) &sh_msg_bufl0],
MAX_MSG_LENGTH, &msg_length); /* here we wait for complete msg */
if (rc 1= NOERR) printf(’'Error receiving done msg: 0x%x\n’”, rc);
ipc_done = (IPC_DONE *) &sh_msg_buf0];
rc = pt_delete(ptid_msg); /* start deleting system resources for cleanup */
if (rc 1= NOERR) printf’Error deleting partion: 0x%x\n”, rc);
rc = t_deleteftid_a);
if (rc 1= NOERR) printf(’Error deleting task a: 0x%x\n’, rc);
rc = t_delete(tid_b);
if (rc 1= NOERR) printf’Error deleting task b: 0x%x\n”, rc);
rc = g_vdelete(qid_a);
rc = g_vdelete(gid_b);
rc = g_vdelete(gid_sh);
return;

void
ipc_alvoid)
{
for(;;)
{
fclose(0); /* these close/free calls are done so we can delete this task later */
close_f(0);
close(0);
freellvoid *) -1);
rc = g_videntCA_Q’, 0, &gid_a); /* prepare to wait on a queue to get started */
if (rc '= NOERR) printf(Error indentifying queue A: 0x%x\n’”, rc);
rc = g_vreceive(qid_a, Q_WAIT, 0,
(unsigned long *) &ipc_a_msg. bufl0],
MAX_MSG_LENGTH, &msg_length);
if (rc '= NOERR) printf(’Error receiving ipc_init_a msg: 0x%x\n”, rc);
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