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FAULT-TOLERANCE

Real-time Embedded Database
Fault Tolerance on Two
Single-board Computers

This document describes a generic arbiter written in C which is supplied as demonstration code, which
calls a function to determine whether the board on which it runs should be master. A dummy imple-
mentation of the function is provided, which would have to be replaced for use on an embedded sys-
tem. The architecture of the overall mechanism is as illustrated in figure 1.

Each arbiter task services the local JCP. The two arbiters do not communicate with each other, and yet,
due to the services provided by the system software (which itself will be relying on hardware mecha-
nisms), they are able to offer a reliable, distributed arbitration service to the JCPs. ‘Reliable’ here means
that one will not get a situation whereby both JCPs think their database should be master, except per-
haps for a brief moment when a switchover occurs.

‘master’ at any time, and which one is 'standby’ - for
chaos can ensue if both machines consider them-
selves master. The way this decision is made will vary
widely; a common technique is to design boards with
a hardware-supported watchdog mechanism, whereby

INTRODUCTION

ealtime database fault tolerance is provided
R by Polyhedra with an Active and redundant
Standby database configuration. The

Standby database is kept up to date with the changes
that occur in the Active database, and so it is ready to
go live as soon as it is told to do so - either as a result
of a problem with the Active or because a controlled
switch-over was requested. The roles of the databas-
es can be switched at any time.

If you are developing an embedded 2-machine fault-
tolerant real-time database system you will need a reli-
able way of detecting which of the two computers is
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a software function can query a hardware latch to see
if the board is master - if so, the software on the board
is expected to call a watchdog routine every so often
to prevent the latch tripping over (which would signal
the partner board to become master).

Various other mechanisms are possible, each with
their own advantages and disadvantages. When one
or more Polyhedra databases are running on a board
it is not the role of Polyhedra either to supply a mech-
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Figure 1. Architecture of the overall mechanism.
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anism to determine whether the board is master or
standby, nor should we dictate which mechanism
should be used. Instead, the Polyhedra Journal Control
Process component (JCP) on each board expects that
there is an arbiter process/task to which it can connect
via TCP/IP, and with which it can communicate to
determine the board's master/standby status; the
arbiter tasks on the two machines between them pro-
vide an ’arbitrator service’ to the Polyhedra JCPs, even
though they might not directly communicate. The pro-
tocol of messages between the JCP and the arbitrator
sewvice is described in an appendix to this document.

A SIMPLE ARBITER, USING
A SYSTEM-SUPPLIED FUNCTION

Suppose there is a system-supplied function named,
say, ChecklfActive() which whenever it is called returns
0 on the board that is the standby, 1 if it is the master
board, and which suspends until it knows if the
machine does not yet know if it should be master. In
this case, the arbiter task is very simple. The routine
takes one argument, a port number, and it claims this
TCP/IP port to allow the JCP to connect to it. If the
open fails, the routine can give up with a suitable retumn
code; in other cases, it can drop into its main loop as
described below.

THE MAIN LOOP

The main loop of the program calls a standard library
function, select to wait for a connection attempt, an
incoming message over an existing connection. When
the select function retums, the program looks to see
what woke it up. If it is a connection attempt, it accepts
the connection and creates a little data structure to
record the socket ID of the newly-opened connection.
If it is an incoming message from a JCP, it finds out -
by calling the ChecklfActive function - whether to JCP
should be master or standby, and sends the JCP a
message telling it the mode in which it should be
operating. If the arbiter realises a connection has been
closed by the other end, it simply closes its end of the
connection and deletes the associated data structure
that it had created earlier. Once the reason the pro-
gram had been woken up has been determined and
appropriate action taken, the program goes back to
the start of the loop and calls select again.

THE ChecklifAlive IMPLEMENTATION

In order to test operations in the absence of a gener-
al-purpose arbitration mecnanism, the sample arbiter
program stores a character flag, and the ChecklfAlive
checks this flag against the last character of the 'name’
field in the messages from the JCP: if there is a match,
the JCP is assumed to be master. This implementation
has the benefit that the arbiter program can be used in
test environments where both databases are running
on the same computer; typically, one might have one
jcp announcing itself as jep1 and the other as jcp?2.

To test dynamic change of the master/standby status,
the sample arbiter described in this document has
extra code to allow for a client to connect in via, say,
telnet; the first letter of each incoming line is used to
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select a new mode.

IMPROVING THE ARBITER
FOR REAL USE

Before using this code in eamest in an embedded
environment, some changes are needed, to remove
code introduced to aid testing on Unix & Windows,
and to integrate into the on-board support for deter-
mining board status. In particular, you should:

- remove the code in the main loop (shaded green in
the listings below) that handles connections from
tasks that are not JCPs;

- remove the code (again shaded green) for initialis-
ing the board_mode global variable; and, most
importantly,

. remove the code (shaded red) that defines the
ChecklfActive function, replacing all instances of
ChecklfActive by the name of the system-supplied
function that allows a task to find out the board sta-
tus.

Various other improvements would be needed, such
as making more use of non-blocking socket opera-
tions, and ensuring that all resources are freed when-
ever leaving the program. The code given here should
be treated as a prototype.

CONFIGURING POLYHEDRA TO USE
THE ARBITER
Assuming the arbiter has been modified as indicated

above to work on emebedded systems, then the
Polyhedra configuration file used on each of the two

JECP:
type =jcp
arbitrator_port = 7200

rtrdb_heartbeat_interval = 2000
rtrdb_heartbeat_timeout = 1500

startup_timeout = 7000
data_service = 7202
other_jcp_semice = $(OTHER_MQ):7202
rtrdb_command = rtrdb db
log_command = jcplog log
JF

jcp_service = 7202

LOG;j

type = jcplog

DB;j

suppress_avi = yes
suppress_log =yes

type = rtirdb

load_file = testdat
data_service = 7002

Table 1. The poly.cfg file.
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machines can simplify greatly compared to the full ver-
sion used in the fault-tolerant demos: for example, as
they are running on separate machines, the JCPs can
use the same port number on each machine, as can
the RTRDB. In fact, the only difference between the
configurations on the two machine is that each JCP
knows to know the address of the machine running
the other database. The file poly.cfg could simplify
enormously (See Table 1).

THE PROGRAM CODE

#include «stdio.hy
#include <sys/sockethy
#include <netinet/in.hy
#include <netdb.h»

One would EITHER substitute the correct IP address of
the 'other machine for $(OTHER_MC) on each
machine, OR remove the line defining the
other_jcp_service resource from the poly.cfg file, and
arrange to start each jcp with a command such as..

jcp -r other_jcp_sernvice=10.1.2.101:7202 jcp

/* */
/* ChecklfActive */
Ko */
/* define a function that will return information about the board mode; */
/* in this simple example code, we check whether the last character of the */
/* string supplied by the jcp in its heartbeat matches the global constant */
/* board_mode. In a REAL implementation, we would call a system function to */
/* determine the mode, ignoring the string supplied by the jcp. */
/* ¥/
/* REPLACE THIS DEFINITION on a real implementation. */
/* */
unsigned char board_mode;
int CheckifActive (unsigned char c)
{
retumn (c == board_mode);
]
/* */
/* streamhandle */
/* _______________________ */
/* define a structure for recording connection info, and a function to send */
/* a message to a nominated connection to tell it what mode it should be in. */
/* */

struct streamhandle

{

int id;
char letter;
int tnum;

struct streamhandle* next;

B

void BuildAndSendMessage (struct streamhandle* sh)

{

unsigned char buf[13];

bufl0] = 'A;

/* mode */

Copyright 1999 by Real-Time Magazine 99-4 (hitp://www.realtime-info.com)

if (ChecklfActive (sh-letter))

{
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APPENDIX: THE JCP-ARBITRATOR
PROTOCOL

When is starts up, the JCP will attempt to connect to
the postt indicated by the arbitrator_port resouce; if this
connection attempt fails, the JCP stops. The JCP then
sends a single message to announce itself and to
prompt the arbitrator to tell it (a) the operating mode
(standby, master) in which it should be running, and (o)
the heartbeat interval between messages from the JCP
to the arbitrator.

The messages from JCP to arbitrator are all of the form:

J 1 byte

<mode> 4 byte

dransy 4 byte

<namey C string, including null byte

The mode values indicate what mode the JCP thinks
it ought to be running in:

0 Unknown
1 Master
2 Standby

The transaction number indicates the number of the
most recently completed transaction. The name field is
the service name of the JCP that has sent the mes-
sage, NOT that of the DBMS process controlled by the
JCP.

Note that the byte ordering is fixed, regardless of the
platforms being used: thus the message represented
in hex by 4a02000000320100003a3732303100 can
be broken down as follows:

4a the letter J

02000000 mode 2: standby
32010000 transaction 306 (0x132)
3a3732303100 "7201” as a C string

Likewise, the messages from the arbitrator to the JCP
are also all of the same form:

A 1 byte

<mode> 4 byte

dransy 4 byte

<intervaly 4 byte (micro-seconds)

The mode values are as before..

1 Master
2 Standby

.. except the arbitrator is not expected to set the mode
to O (unknown). The transaction number is the latest
transaction number reported by the JCP to the arbitra-
tor, so the JCP is able to recognise if the arbitrator is
getting behind. The interval field defines (as a number
of microseconds) the interval between hearbeat mes-
sages to be sent from the JCP to the RTRDB; a value
of zero indicates that no heartbeat messages are to be
sent by the JCP. As with messages from the JCP to the

arbitrator, the least significant byte of the 4-byte fields
appears before the other bytes of the field, so the mes-
sage represented in hex by
41010000003201000040420f00 can be broken down
as follows:

41 the letter A

01000000 mode 1: master

32010000 transaction 306, hex 00000132
40420f00 1 second (1,000,000 microsec-

onds, hex 000f4240)

If the stream is closed or broken, the arbitrator is enti-
tled to assume the JCP - together with the database it
controls - has stopped. If no heartbeat messages are
received for some time - say, twice the heartbeat inter-
val - an arbitrator service could assume that the JCP is
dead - however, where there are other means of deter-
mining liveness of the board, the arbitrator is at liberty
to ignore the heartbeat messages or set the heartbeat
interval to zero or to a very large value. The only
requirements on the arbitrator are

(@) that it is to confine itself to the form of messages
described above,

(b) it must respond to the initial message from the JCP,
(c) it must avoid a build-up of unread messages,

(d) it should send a message confirming the heartbeat
interval, last known transaction number and
required state at approximately the heartbeat inter-
val (pehaps in response to the message from the
JCP) so that the JCP knows it is still alive; and,

(e) it must avoid closing the stream except where
essential (for the JCP can treat this as a signal to
stop immediately, though the JCP is entitled to re-
open the connection if it wishes).

The arbitrator can send its messages whenever it
wants - it does not to have to wait for a heartbeat from
the JCP, for example, in order to signal a change in the
operating mode

Nigel Day, Ph.D. Since gaining his PhD from
Cambridge University Nigel has been involved in a
wide range of leading edge software design and
consultancy projects. Experience includes compiler
and operating system design and implementation,
and computer security research. Nigel is currently
Technical Director of Polyhedra Plc., serving on the
Board of Directors, and as Vice President of
Engineering for Polyhedra, Inc.

David C. Morse. Mr. Morse has been working in var-
ious marketing and management positions in the
embedded database industry for the past 15 years.
As the founder of database tools and technology
company in 1991, his experience with a variety of
database and RTOS environments has allowed him
to produce articles and technical papers on various
subjects in this industry. He is the founder of
Polyhedra, Inc. the US subsidiary of UK-based
Polyhedra, Plc.

Copyright 1999 by Real-Time Magazine 99-4 (hitp://www.realtime-info.com)



